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How This All Started

• My startling realization:
• Anything that could be digitized was susceptible of 

seamless editing. Photos, sound, text, video, but 
particularly text 

• The authenticity of everything digital was questionable
• Began writing about this in 1999 for the National Law 

Journal, with “What is Truth in the Digital Age?”
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Writing as a Foundation of Civilization

• Writing is one of the key technologies permitting 
civilization

• Evolved about 5200 years ago in the Fertile Crescent
• Allowed for economic transactions, accounts, and laws 

to be promulgated and recorded
• Remained essentially the same as a technology -- except 

for the evolution of the printing press in the 1400s --
for all those 5200 years.



www.lewisandroca.com

© Lewis and Roca LLP

Why is Writing So Important?

• Background:  Locke’s empirical revolution of 1689
• Locke’s Insights incorporated into the Law of Evidence
• Writing was the law’s preferred form of evidence, 

because it was a “permanent record.”
• Allowed a “demonstration of rights”
• Hierarchies of evidence:  Writings as the “best 

evidence.”
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The Original Writing Technology as 
Permanent

• Key part of the technology was the record was made on 
physical matter

• Molecules were permanently changed
• Is it the right artifact?
• Has it been altered?
• Search for the original, or a reliable copy
• Critically, the record was TESTABLE
• There was information about the information contained 

on the record or its context
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The Records Management Culture

• Invention of typewriter and carbon paper in 1870s
• Invention of Rand card index system in 1890s
• Invention of vertical file cabinets 1890s
• Systems to organize physical records, and to assure 

their reliable storage and retrieval
• Records themselves, because of physical nature, had 

testable aspects about them
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Electronic Records Are Radically Different

• No such thing as an original
• All the information is seamlessly editable, including 

metadata
• Unlike physical records, digital records are untestable as 

to authorship and whether they have changed through 
time.  

• All you know is what you can see in the present
• Problem:  How do I know what is Authentic?



www.lewisandroca.com

© Lewis and Roca LLP

New Concept of Authenticity in the Digital 
Age

• Integrity

• Identity

• Time

• Other attributes
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Build Systems That Allow You Test 
Attributes That You Design

• The Ability to Test is Equivalent to the Ability to Prove
• Various ways to design systems that allow for testing
• Cryptography
• Audit logs
• Built-in, robust “information about the information” 

that can be tested later, so that there can be proof of an 
attribute
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Two Books on the Issue
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A Follow Up Book

• Currently working on a successor to Foundations of Digital 
Evidence, With Mssrs. Kesterson, Teppler and Williams

• More of a detailed, “how to” book

• Will explain how to create the right kind of business records; 
how to include enough information in the system, or 
environment, to test them for attributes, and how to maintain 
them throught the life cycle
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Why Is This Important?

• Good corporate hygiene demands it

• Regulators, especially in certain industries, demand it

• Vendor and customer relationships demand it 

• Proof of record integrity, after compromise, demands it

• Litigation demands it
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